
 Please fill in your personal particulars
(  ) 
(Note Name, date of birth and Hong Kong Identity Card (HKID) number must be the same as those which appear on your HKID)

  For use by Hongkong Post only
PIN Envelope No.:

 HKID Number  Name in English
  Mr   
 Ms   

 Name in Chinese

( )  [ (ii)]
e-mail address to be included in your e-Cert (Recommended) [Please see Note (ii)]

 Contact Phone Number

( This e-mail address will not be included in the e-Cert)

 ( ) Local Postal Address (in ENGLISH)

Room Floor  Block  Building 

 /  Estate / Street and No.

 District   HK KLN NT

(1) ( )
(2) ( h t tp : / /www.hongkongpos t .gov.hk ) ;
 
(3) 
 
(4) 

I, the undersigned, declare that :
(1) The above information provided by me in this application is true and accurate in all aspects and that it is to supersede the information provided on my prior application (if any) regarding the issuance of an e-Cert.
(2) I agree to be bound by the Subscriber Terms and Conditions as well as the provisions of the Certification Practice Statement published on Hongkong Post’s web site at http://www.hongkongpost.gov.hk, and consent 
 to Hongkong Post making further enquiry of me necessary for the processing of this application.
(3) I expressly agree and consent to Hongkong Post’s generation of my key pair on my behalf and inclusion of my personal data (including English name, encrypted HKID no. and e-mail address) in the e-Cert if my 
 application is successful, and the e-Cert will be published in the Hongkong Post public repository.
(4) I acknowledge that once the e-Cert is issued, none of the contents of the e-Cert can be changed throughout the validity period of the e-Cert.

 Signature of Applicant  Payment  Choice HK$  
First-year Subscription Fee ✔ $50

 ADD:
USB    e-Cert File USB  $40

TOTAL HK$ : 

68777 enquiry@hongkongpost.gov.hk 2775 9130
The personal data you provided in this form will be used by Hongkong Post and its operator of e-Cert services for provision of e-Cert services to you. Information we collected about you will not be disclosed by us to any other party in a form that would identify you unless it is 
permitted or authorised by law. It is voluntary for you to supply to us your personal data. Failure to provide related data may affect the processing of your application. You have a right of access and correction with respect to personal data under the Personal Data (Privacy) Ordinance. 
Your right of access includes the right to obtain a copy of your personal data provided in this form. If you wish to do so, please send your request by mail to Kowloon East Post Office Box No. 68777, by e-mail to enquiry@hongkongpost.gov.hk or by fax to 2775 9130.

 Note
(i) 18 “e-Cert (Personal/Minor)”  
 If the applicant is under the age of 18, the e-Cert issued to him/her will display the words “e-Cert (Personal/Minor)” to indicate that he/she is a minor at the time the e-Cert is issued.
(ii) S/MIME
 You may choose not to include any e-mail address in your e-Cert. If your e-mail address account supports S/MIME-based digital signing and encryption of e-mail, you may choose to include that e-mail address in your e-Cert for signing and encrypting S/MIME-
 based e-mail. Please check with your Internet Service Provider (ISP) for details.

 Applicant’s HKID & identity checked
 Application form data checked
 Storage medium chosen by the applicant

 Application form signed by the applicant
 

 PIN Envelope delivered & recorded on the form
 ( ) Receipt issued (if applicable)

    /     / 
 ( Day)        ( Month)                ( Year)

Application Form for e-Cert (Personal) Certificate

 Surname  Given Name
(    )

@

 ( ) e-mail address for contact purpose (Recommended)
 Same as the e-Cert e-mail address

@

 Accepting Officer’s signature

 

 Date

 Post Office Datestamp

 - $50
First-year Subscription Fee - $50

    /     / 
 ( Day) ( Month) ( Year)

 Date of Birth [ (i) Please see Note (i)]
(  e.g. 31/03/1969 )

 Date of Application

 
 /  /
 ( Day) ( Month) ( Year)

N
ew

 

CPos 798A (01/2016)

e-Cert Storage Medium (Your e-Cert will be loaded onto your selected storage medium and will be delivered to the address above. Please choose either ONE of the following:)

Please note that a smart card reader is required for accessing e-Cert file on e-Cert File Card / Smart ID Card.

    e-Cert File Card XP   For Windows XP or above
USB    e-Cert File USB ( 40   extra HK$40)      OR

2048 RSA 2048 RSA
( ) [  (iii), (iv) (v)]

I am holding a Smart ID Card capable for embedment of e-Cert (Personal) with 2048-bit RSA key length. I request Hongkong Post to embed a copy of my e-Cert with 2048-bit RSA key 
length  onto the smart ID card. I understand and agree that the newly embedded e-Cert will replace the original e-Cert on my smart ID card (if any). [Please see Note (iii), (iv) and (v)].



(iv) 
 The e-Cert validity period will start on the date the e-Cert is generated. If you request Hongkong Post to embed your e-Cert onto your smart ID card at the designated post offices in Note (iii), your e-Cert 

validity period will start on the date your e-Cert is embedded onto your smart ID card on the spot.

(v) http://www.hongkongpost.gov.hk/product/ecert/guide/checksidc/index_c.html
 For details on checking the version of Smart ID Card, please refer to the Hongkong Post’s web site at http://www.hongkongpost.gov.hk/product/ecert/guide/checksidc/index.html 

(iii) 

 This application form may be submitted at any Post Offices. If you request Hongkong Post to embed the e-Cert onto your smart ID card, please submit this application form in person, and have your e-Cert 
embedded onto the smart ID card at one of the following designated post offices : [HK Island] – Gloucester Road, General Post Office; [Kowloon] – Kwun Tong, Tsim Sha Tsui; [NT] – Sha Tin Central, Tsuen Wan, 
Yuen Long.

Subscriber Terms and Conditions of
e-Cert (Personal) Certificate
Important : Read Carefully

The Hong Kong Post Office (“HKPost”) as represented by the Postmaster General and the 
Applicant of Hongkong Post e-Cert (“e-Cert(s)”), intending to be legally bound, hereby agree as 
follows:-

1. The Certification Practice Statement (“CPS”) governs the issuance of e-Certs and certification 
services provided by HKPost. The CPS is publicly accessible at the HKPost website at 
http://www.hongkongpost.gov.hk.

2. By submitting the e-Cert Application Form, the Applicant confirms to have read and 
understood these Terms and Conditions and have full notice of the obligations and liabilities of 
the Subscribers and Relying Parties as set out in the CPS.

3. These Terms and Conditions, together with the CPS, constitute the entire Subscriber Agreement 
referred to in the CPS between HKPost and the Applicant, and supersede all prior or contempo-
raneous agreements or understanding between HKPost and the Applicant regarding the 
issuance of e-Certs.

4.  A Subscriber is an Applicant who: (i) is named or identified in the e-Cert as the person to whom 
the e-Cert is issued; (ii) has accepted that e-Cert; and (iii) holds a Private Key which 
corresponds to a Public Key listed in that e-Cert.

5. By submission of the e-Cert Application Form and its receipt by HKPost, the Applicant:
 a) agrees to pay HKPost the appropriate fee in respect of the issuance of the e-Cert unless such 

fee has been waived by HKPost in writing;
 b) agrees to be bound by (i) these Terms and Conditions; and (ii) the provisions of the CPS;
 c) agrees that the use of the Private Key and the e-Cert is at the sole risk of the Subscriber;
 d) agrees that HKPost does not give any implied or express warranties in relation to the Private 

Key and the e-Cert issued by HKPost;
 e) acknowledges that if he/she does not discharge his/her responsibilities as set out in these 

Terms and Conditions and the CPS properly or at all, he/she may become liable to pay 
HKPost and/or other persons (including Relying Parties) damages in respect of liabilities or 
loss and damage they may incur or suffer in consequence;

 f) undertakes to protect the confidentiality and the integrity of his/her Private Key by using 
reasonable precautions to prevent its loss, disclosure, or unauthorised use;

 g) undertakes to report any loss or compromise of his/her Private Key immediately upon 
discovery of the loss or compromise and/or of any circumstance in which the e-Cert should 
be revoked;

 h) agrees to be forfeited the use of any Private Key embedded on his/her Hong Kong Identity 
Card (“HKID”) in case his/her HKID is seized by the Immigration Department or other law 
enforcement agencies under the laws of the Hong Kong Special Administrative Region of the 
People’s Republic of China (“HKSAR”), and that HKPost and the Government of the 
HKSAR shall be under no liability to him/her in respect of any such event;

 i) authorises the publication of the e-Cert to any other person or in the HKPost repository and 
accepts the e-Cert to be issued;

 j) agrees that the Postmaster General may limit his/her liability and/or that of HKPost for 
negligence and/or breach of contract as set out in the CPS, these Terms and Conditions, 
and/or the Private Key and/or the e-Cert issued by HKPost; and

 k) agrees that the Postmaster General may further appoint either agents or sub-contractors to 
perform his/her obligations under the CPS and/or these Terms and Conditions.

6. The Applicant, and as the Subscriber upon acceptance of the e-Cert issued to him/her, warrants 
(promises) to HKPost and represents to all other relevant parties (and in particular Relying 
Parties) that during the operational period of the e-Cert the following facts are and will remain 
true:

 a) no other person has had access to his/her Private Key;
 b) all information and representations made by him/her that are included in the e-Cert are true; and
 c) the Private Key and e-Cert are used exclusively for authorised and legal purposes, and in a 

manner that will not infringe any third party rights.
7. In accordance with the CPS, HKPost is responsible for the use of a trustworthy system to:
 a) issue and publish e-Cert(s) in a timely manner;
 b) notify an Applicant of the rejection of his/her application;
 c) notify an Applicant of the approval of his/her application and how his/her e-Cert can be retrieved;
 d) revoke an e-Cert and publish Certificate Revocation Lists in a timely manner; and
 e) notify a Subscriber of the revocation of his/her e-Cert.
8. The Subscriber undertakes to pay HKPost a Subscription Fee for each subscription period as 

specified in the CPS. The Subscription Fee shall be paid before the commencement of each 
subscription period unless being waived by HKPost in writing. HKPost reserves its absolute 
right to review and determine the Subscription Fee from time to time and will publish the 
Subscription Fee via the HKPost website at http://www.hongkongpost.gov.hk for the 
information of the Subscribers and the public.

9. If any terms, or any part of any terms, of these Terms and Conditions are found by any court to 
be illegal, void or unenforceable, they shall be severed and deleted, but this shall not affect the 
validity and enforceability of the remaining terms, or remaining part of any terms, of these 
Terms and Conditions.

10. These Terms and Conditions shall be governed by and construed in accordance with the laws of 
HKSAR. The parties agree to submit to the exclusive jurisdiction of the Courts of HKSAR.

11. The submission of the e-Cert Application Form and its receipt by HKPost do not guarantee 
approval of the application. If the application is rejected, the Applicant will be notified of the 
rejection. If the application is approved, the Applicant shall be bound by these Terms and 
Conditions as well as the provisions of the CPS.

“ ” “ ”

1. “ ”
http://www.hongkongpost.gov.hk

2. 

3. 

4. “ ”  (i) 
 (ii)  (iii) 

5. 
 a) 
 b)  (i)  (ii)
 c) 
 d) 

 e) 

 f) 

 g) 
 

 h) 
“ ”

 
 i) 

 j) 

 k) 

6. 

7.  

8. 

http://www.hongkongpost.gov.hk

9. 

10. 

11. 

(vi)  :  :  :  :  : 68777
 Contact us : Tel : Email : Fax : Mail : Hongkong Post Certification Authority, Kowloon East Post Office Box No. 68777

 :
 Web : www.hongkongpost.gov.hk

2921 6633 enquiry@hongkongpost.gov.hk 2775 9130
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